
Integrating threat intelligence into your 
products should not be a daunting task. 
Webroot specializes in working hand-
in-hand with security vendors to ensure 
the rapid and beneficial integration 
of BrightCloud® Threat Intelligence 
Services into their offerings. To assure 
success, we have instituted a three-
phased proof-of-concept approach 
that includes functional testing, 
performance testing, and integration 
design. Our goal is to guarantee 
that integration with the BrightCloud 
Threat Intelligence Services add value, 
meet expectations, and effectively 
differentiate your product in the market. 

BRIGHTCLOUD® THREAT 
INTELLIGENCE PROOF OF CONCEPT

Fully experience BrightCloud Threat Intelligence Services’ optimum 

coverage, deep threat insight, and the availability and stability it 

provides to meet the strictest requirements, with data updates every 

5 minutes.

1: FUNCTIONAL TESTING

THREE SIMPLE 
STEPS TO SUCCESS

During performance testing, the Webroot SDK demonstrates its ability 

to meet or exceed the requirements of gigabit appliances and network 

throughput in order to make real-time determinations. 

2: PERFORMANCE TESTING 

Determine the most efficient integration to optimize BrightCloud 

Threat Intelligence Services for your unique application. We provide 

a customized integration architecture with an SDK, to speed up 

implementation, development, and time-to-market.

3: INTEGRATION DESIGN

Webroot, a pioneer in machine learning-based, operational threat intelligence strongly endorses the concept of collective security and has built the world’s largest community 
of networking and security industry leaders. Our partners benefit from this collective security model by being informed of new threats detected anywhere across the globe 
in near real-time with predictive intelligence for better threat management. With Webroot BrightCloud Threat Intelligence Services, our partners enhance existing features, 
build new security functionality, and differentiate their offerings. 

SMARTER TECHNOLOGY. SMARTER YOU. 

SPEED: 4-6 million lookups per 
second for real-time processing 
without latency

AVAILABILITY: Exceeds five 
nines in annual uptime

STABILITY: Fault-tolerant 
platform proven in-market for 
over a decade 

SCALABILITY: Scales to adapt to 
internet spikes with the help of 
AWS’ elastic cloud (EC2)

BREADTH: Billions of pieces 
of information from millions of 
endpoints accessed in real time.


